1/8 




FIG. 1 



2/8 

USER INITATES APPLICATION NEUTRAL FORM 



INTEGRATION FRAMEWORK TAKES CONTROL 




SENSITIVE 
FUNCTIONS 18 



A 





'APPLICATION NEUTRA1> 
FORM 20 




DIGITAL APPLIANCE JO 




SECURE 
HARDWARE 
ADJUNCT 
12 



APPLICATION 
EXECUTABLE FORM 
24 




ENVIRONMENTAL 
DATA 
22 




APPLICATION EXECUTABLE FORM RUNS 



DIGITAL APPLIANCE JO 




SECURE 
HARDWARE 
ADJUNCT 
12 







OUTPUT 
40 




FIG. 2 



3/8 



INITIALIZE INTEGRATION FRAMEWORK 

305 

I 

SCAN FOR SECURE HARDWARE ADJUNCT 

310 

i 

(OPTIONAL) RIGHTS ACQUISITION STEP(S) 

312 

i 

SELECT AND RETRIEVE APPROPRIATE 
LOGIC FOR AVAILABLE SECURE HARDWARE 
ADJUNCT 

315 

I 

LOCATE SENSITIVE SOFTWARE FUNCTIONS AND 
APPLICATION NEUTRAL FORM 
320 



VERIFY INTEGRITY OF SENSITIVE SOFTWARE 
FUNCTIONS AND APPLICATION NEUTRAL FORM 

325 

I 

INITIALIZE SECURE HARDWARE ADJUNCT 

330 

I 

RETRIEVE NECESSARY ENVIRONMENTAL DATA 

335 

CREATE APPLICATION EXECUTABLE FORM 

340 

I 

WRITE APPLICATION EXECUTABLE FORM TO 
MEMORY OR DISK 

345 

— ff— 

C^jnT^ 350 



4/8 



INTERNET SERVER 
440 



APPLICATION 
NEUTRAL FORM 
445 



SENSITIVE 
FUNCTIONS 
450 





-455 



460 



CARD READER 
435 



NETWORK INTERFACE 
OR MODEM 
425 



PERSONAL COMPUTER 
400 



COMMUNICATION BUS 
410 



PROCESSOR 
405 




FIG. 4 



5/8 

^^T^^ 

INVOKE INTEGRATION FRAMEWORK AND SCAN 
FOR CARD READER 
505 

i 

ASK USER TO INSERT SMART CARD 
510 

I 

VERIFY INTEGRITY OF SMART CARD 
515 

I 

DETERMINE LOCATION OF SENSITIVE FUNCTIONS 
AND APPLICATION NEUTRAL FORM 

520 

I 

DOWNLOAD SENSITIVE FUNCTIONS 
AND APPLICATION NEUTRAL FORM TO 
PERSONAL COMPUTER 
525 

i 

"CHUNK" AND SEND SENSITIVE FUNCTIONS AND 
APPLICATION NEUTRAL FORM TO SMART CARD 
530 

i 

WRITE APPLICATION EXECUTABLE FORM 
TO MEMORY OR DISK 
535 

" + 

( ^nT^ >- 540 



FIG. 5 



6/8 




INITIATE APPLICATION EXECUTION 

605 

i 

PERIODICALLY CHECK FOR SMART CARD 
610 




CONTINUE APPLICATION EXECUTION 
625 



C^1n^>- 630 FIG. 6 



7/8 




FIG. 7 



8/8 



jT 

SCAN FOR CLOSED HARDWARE SUBSYSTEM 
805 

i t 
RETRIEVE APPLICATION NEUTRAL FORM AND 
SENSITIVE FUNCTIONS 
810 

I 

"CHUNK" AND PROCESS SENSITIVE FUNCTION AND 
APPLICATION NEUTRAL FORM 
815 

I 

WRITE EXECUTABLE FORM OF APPLICATION TO 
MEMORY OR DISK 
820 

I 

RUN APPLICATION EXECUTABLE FORM IN 
PERSONAL COMPUTER PROCESSOR 
825 

\ 

PRESENT OUTPUT TO USER 
830 




FIG. 8 



